ABSTRACT Wireless standardization activities, such as the Bluetooth V4.x (Bluetooth smart), have led to an explosive growth in innovative short-range wireless devices capable of providing various services to assist everyday life. Allowing machine-to-machine (M2M) communication between these M2M devices also presents new commercial service opportunities. M2M service providers, including telecom carriers, may need to establish new networks to accommodate M2M interactions while identifying new business opportunities. Typically, M2M devices need another capable device, such as a smartphone, to act as a gateway to connect to the Internet to operate at their full potential. We propose a novel scheme in which any Internet-enabled device in the vicinity can act as an M2M gateway for M2M devices. This eliminates the need for the M2M device user to also own a smartphone or an Internet-enabled device to obtain services such as online-to-offline. This scheme faces new challenges, such as how to identify the best M2M gateway for a required service and the QoS. This paper proposes a method to select an M2M gateway from a large number of possibilities in order to increase service availability while also obtaining better signal strength for higher QoS. The methods presented are evaluated in terms of their performance, including energy consumption, and a service deployment guideline is derived using real-world data collected at an exhibition, which gave encouraging results.
I. INTRODUCTION
Multiple innovative wireless devices such as smartphones/tablets and other wearable short-range wireless devices are embedded in every imaginable place from shoes to cars to buildings, and have become an integral part of everyday life at both personal and commercial levels. These devices may be sensors to monitor various conditions to improve or provide insight into the functionality of the embedded system, be it human or machine. Some other devices may also provide easy access to functions in a range of equipment from air conditioners to door locks. An ever increasing number of these devices can communicate with each other without the intervention of humans. This machineto-machine (M2M) communication between these devices, coupled with a connection to the Internet, enables a multitude of new services such as e-Health, connected consumers, city automation, smart transportation and smart grid. These create the building blocks of the Internet of Things (IoT) [1] , [2] .
The telecom carriers in the telecommunications industry also face economic issues as the revenue generated by traditional services such as voice is declining. The M2M connections are expected to exceed 2 billion by 2018, experiencing a 43% annual growth rate [3] . As an innovative future direction, M2M is identified as a promising revenue-generating service [4] . Telecom carriers may need to establish new networks to accommodate the influx of user devices and their interactions while identifying new business opportunities. However, the majority of M2M devices may not have the capability to directly connect to the Internet due to their limitations in battery capacity, processing power, wireless radio range and standardization issues.
To counteract the lack of standards in communication protocols and sensing technologies in M2M devices [5] , [6] , a cooperative effort to create a global standard for the M2M service platform named ''OneM2M'' [7] has been initiated by the European Telecommunication Standards Institute (ETSI) together with a multitude of other worldwide standards organizations. The ETSI M2M architecture ( Fig. 1 ) consists of two distinctive domains. This paper focuses on the M2M device and the gateway domain that consists of the M2M devices and M2M gateways. Here, some of the M2M devices may be able to connect directly to a wide area network (WAN) to gain access to the Internet, while some restricted simple M2M devices require an M2M gateway to facilitate this interconnection. The realization of IoT is based on the interconnection of M2M devices that provide services such as online-tooffline (O2O) as an entire system. Currently, O2O services that are provided through devices such as users' smartphones require the users to install applications on the smartphones to receive the services. This is a significant disadvantage for service providers, as potential users may not possess smartphones, or may be unwilling to install applications even if they are in possession.
The contribution of this paper is threefold. First, a novel M2M service architecture is proposed. Second, an M2M gateway selection process is proposed to obtain higher QoS in the proposed service environment. Finally, a model is proposed to evaluate the relative energy consumption for short-range wireless M2M devices.
In the proposed architecture, users carry low-cost M2M devices that do not require any user configuration to receive a service. The service provider implements a method to communicate with the user's M2M device by deploying M2M gateways in the service area and enabling the service. In such an O2O service area there exist multiple M2M gateway devices that have restrictions on the number of simultaneously served M2M user devices and bandwidth capacities. The proposed mechanism to select the appropriate M2M gateway maximizes service availability while obtaining better signal strength for high QoS. Here, service availability is regarded as the availability of a connection between the M2M device and the M2M gateway with the required bandwidth. A real-life experiment was conducted during an exhibition, where visitors were handed an M2M device that transmitted a Bluetooth low energy (BLE) signal and periodic messages sent from the devices were intercepted using smartphones that acted as M2M gateways. The smartphones deployed at the exhibition area sent the BLE signal information collected from the M2M devices to a server. The data recorded at the server was used to evaluate the proposed method that provided on average the highest (97.8%) service availability while two other M2M gateway selection methods such as using the strongest signal (9.6% lower) or retaining the current connection as long as possible (6.7% lower) showed less service availability.
This paper also proposes a model to determine the relative power consumption of M2M devices from the available measurements. The results show that the proposed M2M gateway selection method has the lowest average relative energy consumption while using the strongest signal (14% higher) or retaining the current connection as long as possible (15% higher) showed higher energy requirements.
The remainder of the paper starts with section II, which explains the proposed M2M service architecture and its challenges. Section III reviews some of the related works. The M2M gateway selection scheme and the energy consumption model are presented in section IV. Section V describes the experiment environment and the evaluation of gathered data. Finally, section VI concludes the paper.
II. A NOVEL M2M ARCHITECTURE AND ITS CHALLENGES
The realization of M2M services requires a connection between the M2M devices and WANs/Internet. Restricted M2M devices require an intermediate device i.e. an M2M gateway to complete the connection. These M2M gateways play a major role in the M2M architecture bridging the gap between different wireless technologies and protocols. These M2M gateways can also be expanded to create a Value-added service by telecom carrier networks/service providers, which would facilitate an exponential growth in M2M devices. This paper assumes the M2M gateway architecture proposed by ETSI.
Recent activities in standardization such as Bluetooth (BT) V4.x have led to an explosive growth in BT devices, termed Bluetooth Smart Devices (BTSD). In a typical usage scenario these BTSDs are paired with an Internet-enabled smartphone where both devices are owned by the same user. These interconnection limitations impose a restriction on the full potential to create new services, user benefits and market potential for the standalone use of any smart wireless device. This paper proposes an environment where BTSDs have the ability to connect with any Internetenabled device regardless of ownership (Fig. 2) . Such a scheme will unleash the full potential of BTSDs, allowing the creation of new innovative services such as finding a lost BTSD, customer behavior analysis at a store or even large livestock management on a farm. The beneficiaries range from the user of a single BTSD to other users or organizations able to analyze the data as a whole. In a broader view, the proposed scheme can be considered as an M2M architecture enabling M2M services.
These expanding networks face new challenges, such as how to identify the best access point (i.e. M2M gateway) available for a certain service, considering QoS and other factors. This paper considers service availability to be a userperceived QoS factor. Consider environments such as large crowd gatherings at events and theme parks or flash crowds in train stations during rush hour. These create situations where managing the M2M device to M2M gateway connections becomes a challenge. When there are many M2M devices concentrated in a relatively small area where there are multiple candidate M2M gateways to manage the M2M devices, it creates issues such as the allocation of an M2M gateway for maximizing the service availability for an M2M device while the M2M gateway operates within its own limitations. This paper proposes a scheme to select an appropriate M2M gateway for an M2M device in order to maximize service availability while obtaining better signal strength for high QoS.
III. RELATED WORK
IoT M2M architectures which fall under the ETSI M2M high level architecture have been proposed and summarized in multiple reports [1] , [5] , [6] , [8] . The M2M devices in the IoT environment come with multiple standards and protocols. A gateway device plays a key role in IoT architectures to connect the M2M devices to the Internet.
A. IoT GATEWAYS IN WIRELESS SENSOR NETWORKS
Zhu et al. [6] [4] propose a Wireless Gateway (WG) device that acts as the backbone of an IoT architecture that consists of sensors, M2M devices and mobile clients. The sensors and M2M devices must register in the WG for the mobile clients to discover and receive sensed data. Gateway selection schemes have also been proposed in WSNs. Gupta and Younis [9] use the cost of communication and the load on the gateway as criteria for gateway selection, while Younis and Sonia [10] utilize a gateway's residual energy and proximity to other gateways. These works focus on connecting sensor devices/networks to WANs/Internet to collect and use the sensed data. However todays M2M devices have become smart and more complex so as to not only sense data but also get feedback from the network and present useful information to their users. The scheme proposed in this paper uses M2M gateway devices to facilitate bi-directional communication between the Internet and M2M devices or BTSDs.
B. IoT GATEWAYS IN CELLULAR NETWORKS
Cellular networks also use various methods to select appropriate gateways for advanced user equipment (UE) such as smartphones. The Access Network Discovery and Selection Function (ANDSF) [11] is an entity used to assist UEs to discover additional access networks such as Wi-Fi or WIMAX depending on user preference or access network policy. Local IP Access (LIPA) and Selected IP Traffic Offload (SIPTO) in mobile access networks are also based on the geographical location of the UEs [12] , [13] . Taleb and Ksentini [14] consider the end-to-end connection and the service/application type as metrics in the selection of data anchor gateways in an evolved packet system (EPS) in a geographically distributed data network within a decentralized operator network. However Dungen et al. [15] argue that the existing Wi-Fi and cellular networks are unsuitable for short-range wireless devices.
C. M2M GATEWAYS IN SHORT-RANGE WIRELESS NETWORKS
A simulation study has been conducted in an environment where mobile M2M devices were obtaining services from stationary M2M gateways [16] . The simulation demonstrated the severe inadequacy of using Received Signal Strength Indicator (RSSI) as a metric for M2M gateway selection.
D. IoT GATEWAYS IN DIVERSE NETWORKS
The M2M concept can be said to exist in any networking platform, from wired networks to a multitude of wireless technologies, and from short-range wireless to cellular networks. Ribeiro et al. [17] and Luo et al. [18] propose a relay/gateway selection scheme for cooperative diversity networks. The general average symbol error probability is calculated for multihop forwarding links with multiple cooperating branches. Ribeiro et al. [17] select a relay/gateway for propagating a message to minimize the average symbol error probability. Luo et al. [18] propose cooperative diversity schemes based on channel conditions where the relay/gateway is selected to correspond to the best average or instantaneous channel conditions. Another gateway selection scheme proposed by Elkheir et al. [19] optimizes energy usage on intermediate gateways within a specific received Signal to Noise Ratio (SNR), and Michalopoulos et al. [20] describe having a tradeoff between energy usage and error performance.
The common focus of these related works is on selecting gateways in order to optimize certain aspects of the communication QoS in various wireless architectures. However communication QoS aspects have yet to be studied in the novel IoT scheme proposed here.
IV. NEW M2M GATEWAY SELECTION SCHEME
The proposed architecture uses fixed-location devices capable of communicating with an M2M server and M2M devices as M2M gateways. Service providers may operate such M2M gateways in a certain area. The flood of M2M user devices in this service area creates issues in the ETSI M2M device and gateway domain. For example, service availability of M2M devices may be affected when using the highest signal strength as the selection criterion without considering the current number of connections and the bandwidth of the M2M gateway for M2M gateway selection, as M2M gateways may have a limitation on the similarity of the M2M device type or number of simultaneously connected M2M devices due to limitations imposed by technology implementations such as smartphone operating systems. E.g. consider BTSDs using BT V4.2 as M2M devices, which are capable of data rates between 1∼3 Mbps when using BT Basic Rate (BR)/Enhanced Data Rate (EDR) [21] . An M2M gateway device using a baseline category 1 LTE has a bandwidth of 10 Mbps [22] , which will only allow 3∼10 simultaneous BTSD connections only considering the bandwidth limitation. It is clear that the bandwidth requirements of the UEs increase significantly with their numbers and the introduction of new technologies, and that this has challenged the capabilities of the intermediary/WAN networks. This paper aims to define a metric for selecting an M2M gateway for an M2M device among multiple alternatives to increase service availability while also obtaining better signal strength for the best QoS in such a constrained environment.
A. SERVICE DISTANCE
A conceptual value termed Service Distance (SD) is defined as a metric for selecting the appropriate M2M gateway for an M2M device. SD indicates the ability of an M2M gateway to assure service availability to an M2M device. All M2M gateways that receive a service request from an M2M device inform the M2M server (Fig. 2 ) of their status, and the M2M server decides which M2M gateway will service the M2M device and informs the M2M device through the selected M2M gateway. The server's decision depends on;
• Number of M2M devices/connections managed by an M2M gateway at decision time -n, (0 < n ≤ N c ),
• Normalized Received Signal Strength Indicator -(r N ), When the measured RSSI is r A , minimum r A is r Min A and maximum r A is r Max A , the normalized RSSI r N (0 ≤ r N ≤ 100) is calculated as [23] ,
(1)
• M2M gateway bandwidth consumed by connected M2M devices at decision time -l c , (0 < l c ≤ 1),
• Bandwidth requested by the M2M device l r , (0 < l r ≤ 1).
Hence [24] , -Approve connection request for gateway with maximum SD value. -Ignore request 12: }}} In the system, there can be multiple scenarios depending on the number of M2M gateways receiving the request (g) and the number of M2M devices currently being served by each M2M gateway (n). If an M2M device cannot find an M2M gateway that can provide the requested bandwidth, the service is deemed unavailable. The pseudo code in Algorithm-1 defines the M2M gateway selection procedure. The messages exchanged between the M2M device, M2M gateway and the M2M server are depicted in Fig. 3 . If an M2M device needs to access the network it advertises a connection request (Fig. 3-S1 ). M2M gateways in the vicinity receiving connection requests will forward the request to the M2M server ( Fig. 3-S2 ). The M2M server calculates the SD value for each connection request received from the M2M gateways regarding a particular M2M device. The M2M server selects the M2M gateway associated with the highest SD value to serve that particular M2M device. The M2M gateway, after receiving approval (Fig. 3-S3 ) from the M2M server, sets up the connection between the M2M gateway and the M2M device ( Fig. 3-S4 ). Thereafter data can be exchanged between the M2M device and the M2M server. The M2M device continues to send advertisement messages indicating its status (Fig. 3-S5 ), and these are also forwarded to the M2M server (Fig. 3-S6) as update messages. The M2M server continues to monitor the connection status of each M2M device from the update messages sent by M2M gateways and recalculates the SD values for the M2M device. If the server finds a higher SD value associated with another M2M gateway, it will be assigned as the next serving M2M gateway. The currently serving M2M gateway will be disconnected (Fig. 3-S7 ) after the M2M device receives a connection approval from the next M2M gateway. Further the M2M device may also disconnect from the network as required (Fig. 3-S8) . The server operational process is presented in Fig. 4 .
The time required for an M2M device to setup a connection with an M2M gateway depends on the time taken at each step of this process. If the time taken to advertise a connection request (S1) is t S1 , similarly t S2 , t S3 , t S4 can also be defined for time taken for each message transmission. Also, if the time taken at the server for collecting the connection requests received by the M2M gateways for the same M2M device, calculating the SD value for each M2M gateway and selecting the highest SD value is defined as t SV , the total time taken to establish a link between the M2M device and M2M gateway (T ) can be defined as,
Here t SV depends on the server's capabilities such as parallel processing to receive multiple messages and perform multiple calculations. Other t S values also depend on the wireless technology and signaling protocol used to detect or avoid transmission collisions. The proposed system requires that the M2M devices keep the M2M servers up to date on their status with continuous advertisement messages. If the size of the advertisement packet is p bytes and the advertising frequency is s per second, the required bandwidth for signaling can be expressed as p × s bytes per second. For example, the generic attribute profile (GATT) [21] (Fig. 5) can accommodate an advertisement packet size up to 47 bytes. In the data section of the protocol data unit (PDU), it can contain the specifics of the requested service, such as provider, name, type, bandwidth requirements and RSSI. Assuming advertisement signaling is performed every second, this would require a maximum of 47 bytes per second of signaling channel bandwidth per M2M device between the M2M server and the M2M device. The frequency of signaling may depend on the type of service and other variables. For example if the M2M device owner is moving quickly across a service area and wants to receive service, and the system/device is capable of detecting movement, it may require a higher frequency of advertisements (it is possible for the system to infer movement from frequent gateway changes). Apart from the advertisement messages, the proposed system also uses other signaling messages such as S3, S4, S7 and S8 (Fig. 3) for system operation. The number of these signaling messages depends on the number of gateway changes incurred by each device. Once the user is outside the service area the M2M device may switch to hibernate mode to save energy until a new service area is detected.
B. ENERGY CONSUMPTION MODEL
Most M2M devices are mobile and therefore have constraints on energy consumption. A device's energy requirement for example, depends on the variable settings used in the BLE link layer protocol such as device role (master/slave), advertisement settings (number of channels used, interval, data), duty cycle and output power. Here, the process of BLE as a short range wireless technology is considered to be a limiting factor common to any short range M2M technology. Hence, the energy consumed by an M2M device for M2M gateway discovery (E s ) is defined as [25] ,
where, E adv is the energy used for advertising and d is the duty cycle. The energy consumed by an M2M device during communication between M2M gateways (E comm ) is defined as the sum of the energy consumed by each communication phase [25] .
where E w means wake-up and preprocess; E tx , transmission; E rx , reception; E ifs , inter-frame space; and E mcu is post-processing. This paper assumes that the transmission power of M2M devices (P tx ) is adjusted in inverse proportion to the received r N value at the M2M gateway to prevent packet errors or loss during communication. The factors E w , E rx , E ifs , and E mcu are also considered to be constant for each individual device for a given scenario for any M2M gateway selection method considered here. Hence they are ignored in comparative measurements. If a data packet at time i has a detected r N value of r i and it is transmitted within time t i with a total of N data packets during M2M device's service time,
If the M2M device changes its M2M gateway M times during its service time, its total energy consumption (E tot ),
When the same simulation scenario is used to evaluate different M2M gateway selection methods, E adv , d, N and t i are considered to be constants. Only the varying values of M and r i are required for comparative measurements.
V. THE EXPERIMENT
The experiment was carried out during an exhibition where visitors were handed a BLE tag. The BLE tags were configured to continuously broadcast advertisement packets. 
A. THE ENVIRONMENT
At each exhibit a smartphone was set up to receive and record the BLE tag advertisements (Fig. 6 ) as a locationaware M2M gateway. The visitors entered the exhibition area, stopped at some exhibit for a random time period to receive explanation, randomly moved to another exhibit or moved around the area and left the vicinity. The smartphones received the BLE advertisement packets and forwarded the reception time (in milliseconds), the smartphone's identification number, MAC address and RSSI of the advertisement packet to the server where it was recorded. Table 1 shows sample data received at the server from smartphone number 6. It shows advertisement packet data from multiple BLE tags and that some of the advertisement packets were received simultaneously. This paper uses data recorded for eight hours from 9 AM to 5 PM. The advertisement packets sent by a given BLE tag were not recorded at all the smartphones due to transmission range restrictions, obstacles, collision and loss. Thus at any designated time it is not always possible to obtain the RSSI values from the recorded data. The RSSI value at a designated time is regarded as the average of the RSSI values recorded for the considered time interval (termed sample rate hereafter). If at least one RSSI value is not detected during the considered time interval, it is considered that the BLE tag was out of range of that particular smartphone. This time interval also emulates the frequency of receiving update messages from the M2M gateway to the M2M server.
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This paper compares two M2M gateway selection strategies with the proposed scheme;
1. Maximum RSSI (MR) -This method is used by the M2M server to always choose the M2M gateway device with the highest RSSI value for a connection request by the same device. 2. Longest connection (LC) -The M2M server uses this gateway selection method to retain the connection between the M2M device and the currently connected M2M gateway. Similarly to MR, it first chooses the M2M gateway with the highest RSSI value. If the current gateway becomes unavailable, it chooses whichever other gateway then has the highest RSSI value. In both MR and LC, if the bandwidth requested by the M2M device is unavailable and/or the new connection exceeds the maximum number of device connections at the M2M gateway with the highest RSSI value, it is considered that the M2M device is unable to obtain services.
B. ANALYSIS OF EXPERIMENT DATA
First, the RSSI values read at each smartphone during the service time (The period of time that a BLE tag is active in the exhibition environment) of each BLE tag is extracted. Sample The number of BLE tags managed by the smartphones was calculated using the MR and LC methods (Fig. 8) . When there is no bandwidth or maximum number of connections limit, the SD method is also equal to the MR method. Although Fig. 8 shows that the average number of BLE tags connected to a smartphone is less than 10, at certain times a smartphone must also accommodate more than 50 active BLE tags. Although the BLE specification [21] does not include a limitation on the number of connected devices, the smartphone operating system implementation may impose restrictions in order to enhance the performance of the connections. 9 shows the number of BLE tags that would be able to obtain a connection to a smartphone when the maximum number of simultaneously connectable BLE devices is 10 at all smartphones. It shows that the average percentage of BLE tags able to receive service is maximized by the proposed method. Fig. 10 shows the average number of BLE tags connected to a smartphone during the experiment. On average, the proposed method is able to connect a higher number of BLE tags to provide service to them. The maximum connectable BLE device limit at the smartphone was also varied to explore the performance of the MR, LC and the proposed SD methods. Fig. 11 shows how the percentage of service availability of BLE tags changed when the maximum connectable BLE device limit was increased. The proposed SD method shows the highest percentage of service availability for BLE tags. Accordingly the average number of BLE tags managed by the smartphones was also higher in the proposed SD method. At the maximum simultaneous connection limits of 25 and 30, there was only a very small difference (0.47%) between the 3 gateway selection methods. The imposed limitation had very little effect, as almost all the active BLE tags could be connected to a smartphone.
C. SIMULATION OF M2M SYSTEM FROM EXPERIMENT DATA
The same experiment data can also be used to evaluate the performance of an M2M system where BLE tags and smartphones can be considered to be M2M devices and M2M gateways respectively. The difference is that although BLE tags do not have high bandwidth requirements, highend M2M devices will require higher-bandwidth connections. A bandwidth for LTE M2M UEs as low as 100 kbps has been proposed, which is ∼1% of the total bandwidth of a baseline category 1 LTE device [22] , [26] . However high-data-rate multimedia transmission such as high definition television requires higher bandwidths, typically over 1 Mbps [27] , which is more than 10% of a baseline category 1 LTE device. Very high definition video such as 4K video may require up to 15 Mbps or higher. In order to simulate such a system using the experimental data, bandwidth requirements of the M2M devices were set randomly from 1% to 10/20/30% of an M2M gateway's bandwidth for random lengths of time within the service time of an M2M device. Fig. 12 shows the total bandwidth requirement of the active M2M devices during the simulation period. It shows for example, that total bandwidth requirement of active M2M devices lie between 2 and 12 times the bandwidth of an M2M gateway's bandwidth when an M2M device's bandwidth requirement is randomly set to be 1% ∼ 30% of an M2M gateway's bandwidth.
First, the number of serviceable M2M devices was observed using the bandwidth of M2M devices as 1% ∼ 30% of an M2M gateway's bandwidth. As shown in Fig. 13 , the proposed SD method has the highest percentage of serviceable M2M devices while MR shows the lowest percentage. All 3 bandwidth categories shown in Fig. 12 were used with varying maximum active connections at the M2M gateway to observe the number of serviceable M2M devices, as shown in Fig. 14 . The limit of 5 maximum active connections showed the lowest percentage of serviceable M2M devices, while SD showed the highest percentage. Here, varying bandwidth requirements had very little effect on the percentage of serviceable M2M devices as the M2M gateways were restricted to 5 simultaneous connections. Increasing the maximum active connection limit at the M2M gateways showed that SD yields the highest percentage of serviceable M2M devices. At bandwidth requirements between 1% ∼ 10% and active connection limits at M2M gateways of 15 ∼ 30, SD showed an average of 99.6% serviceable M2M devices, while at a maximum device limit of 10, SD showed a serviceable M2M device percentage of 98.8%. Nearly constant percentages of serviceable M2M device were observed for all three methods as some M2M gateways reached their bandwidth saturation points for each bandwidth requirement category. Here also at bandwidth requirement of M2M devices between 1% ∼ 10% and active connection limits at M2M gateways of 15 ∼ 30, the number of M2M gateways available for SD was ∼1(0.997), i.e. an M2M device using SD is almost always able to connect to an M2M gateway within the above limitations. Also, the same value at a maximum device limit of 10 is 0.988, which also corresponds with the percentage of serviceable M2M devices for SD in Fig. 13 . Regardless of variations in maximum device limitations at the M2M gateway, the increase in required bandwidth of the M2M devices shows a decrease in M2M gateways capable of providing the services, while SD shows the least decrease. Also, SD shows the highest availability of M2M gateways compared to MR and LC.
All three methods considered here cause an M2M device to change its connected M2M gateway during its service time. Changing the serving M2M gateway causes additional signaling overhead in the system, so it should be minimized. Fig. 16 shows the average number of M2M gateway changes experienced by an M2M device for MR, LC and SD for varying M2M device capacity requirements and maximum simultaneously connectable devices at the M2M gateway. Here LC shows the least number of M2M gateway changes as this method tries to maintain the existing connection until it is no longer available. SD also shows higher M2M gateway change counts, as it also considers the RSSI value as one of the parameters for SD value calculation, while MR shows the highest M2M gateway change count as this method only considers the highest RSSI value. The RSSI value detected at the selected M2M gateway for the connection-requesting M2M device also indicates the quality of the connection [28] . Fig. 17 shows the average normalized RSSI values of the selected M2M gateway connections for MR, LC and SD. MR shows the highest link quality (considered to be 100%) by choosing the highest RSSI available to an M2M device, with the downside of the lowest percentage of serviceable M2M devices and the most M2M gateway changes. Although LC has the lowest M2M gateway change count, it also experiences the lowest average link quality (84.5%), as its priority is to keep the existing connection even at reducing RSSI values. Here, SD also shows high average link quality (96.2%), comparable with MR, with the highest percentage of serviceable M2M devices and lower M2M gateway changes than MR. The increase in required bandwidth of the M2M devices show that the link quality also increases for MR and LC, whereas SD shows a slight decrease as a characteristic of SD calculating equation (Eq. 2). A lower normalized RSSI value and a high available bandwidth value at an M2M gateway also produces a high SD value. Using the data from Figs. 14, 16 and 17 the relative energy consumption of the M2M gateway selection methods was calculated using Eq. 7. Fig. 18 shows that the SD method shows the lowest average energy consumption per device in service compared to MR and LC. When the maximum number of connectable devices at an M2M gateway is set as 5, the bandwidth requirement has very little or no effect when using the MR and LC methods. Here although bandwidth is available, M2M devices are unable to connect due to the connections limitation. With the maximum connections set at 10 and above, the number has very little effect on the energy consumption. The SD method here also shows comparatively the lowest average energy consumption for an M2M device in service when compared with the other two methods. The above evaluations were repeated with the different average RSSI values calculated with sample rates of 30 and 60 seconds as well. The variation in sample rate did not show a significant effect on results except for the average number of M2M gateway changes counted. Fig. 19 shows the M2M gateway change count averaged over varying M2M device bandwidth requirements as well as varying maximum connected device limitations at the M2M gateway. The higher sample rates imply that the RSSI values are averaged over longer periods of time. The averaged RSSI value is considered to be stable during consecutive sampling periods, which reduces the M2M gateway change count experienced by an M2M device. A service provider requires an initial estimate of the number of M2M gateways, their estimated bandwidth requirements and customer serviceability when deploying an M2M service area. The average experimental results for the proposed SD method can be used as a guideline for these estimations. Fig. 20 shows the serviceability of M2M devices at varying bandwidth requirements and maximum number of connectable devices at the M2M gateway for SD. Consider the category ''SD -10%'', which implies that M2M devices have a maximum of 10% of a M2M gateways bandwidth and it shows over 99% serviceability when a gateway is capable of connecting up to 15 M2M devices simultaneously. The same information can be interpreted from the service provider's point of view as for example, to obtain a serviceability of over 99% at a maximum bandwidth allocations up to 3 Mbps for the M2M devices, the M2M gateways must be capable of simultaneously connecting at least 15 M2M devices and provide a total bandwidth of at least 30 Mbps.
VI. SUMMARY AND CONCLUSION
This paper proposed a novel architecture for M2M communication using todays emerging technology and devices. The M2M services are proposed as an extension to current services offered by the service providers which benefits both end-users and the service provider. A method was proposed to select the best M2M gateway, as it plays a major role in the performance of M2M networks. The proposed SD method was compared with two other M2M gateway selection schemes, MR and LC.
In the MR and LC methods it is also possible to select the 2nd best M2M gateway if the first choice is not available due to bandwidth or connectable device limitations. However it is not possible to guarantee the availability of the 2nd best M2M gateway as it may also be facing the same limitations as the first choice. This will also lengthen the connection time between the M2M device and M2M gateway. However when using the SD method, since the limitations are used in the calculation of the SD value, it has a much higher chance to connect with the first selected M2M gateway.
A real-life event was used to gather the raw data necessary to analyze the proposed system. This experimental data was also used to simulate an M2M network where high-end M2M devices also require higher bandwidth compared to BLE devices. An important aspect of M2M networks is to maintain connection and reduce the number of M2M devices without service, which is achieved better by the proposed SD scheme than by either MR or LC. Another advantage of SD was providing the highest availability of M2M gateways and high link quality comparable with MR. The disadvantage was that SD has the 2nd highest change count experienced by an M2M device. Considering the overall performance, the proposed SD method showed a significant improvement over the compared methods.
Mobile M2M devices also face a challenge in managing their power consumption. This paper also showed that the proposed method produced the lowest relative energy consumption, compared to the other two methods. The relative energy consumption was studied, as actual values are hardware dependent. Deployment feasibility planning requires a service provider to estimate the required capabilities of the M2M gateways to provide service. A guideline was also derived to assist in the planning of an M2M service area to determine the capabilities of the M2M gateways.
Although BT was used in the experiment, the proposed M2M architecture does not depend on particular type of wireless technology. When choosing a technology facts such as openness, ability to incorporate into wide variety of devices and usages, mobility, energy consumption, size, cost etc. must be considered.
Security is also one of the main concerns in such a system. The inclusion of IPv6/6LoWPAN in BT v4.2 is able to establish secure connections or authentication. Other wireless technologies such as Wi-Fi and Cellular networks already has higher security features such as key exchange protocols and encryption. 
